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IA 418: CYBER CRIMINOLOGY AND TECHNIQUES
Discussion Questions Set 1
Question One
An investigation was started in 2005 by the Drug Enforcement Agency (DEA) in the United States. During the course of the investigation, it was discovered that Mexican cartels were first smuggling US dollars, gained from selling illegal drugs in America, across the Mexican border and then laundering them through Wachovia Bank in the United States.
Once in Mexico, the money was given to bureaux de change ("casas de cambio") who deposited it into their Mexican bank accounts. The origin of the money was not investigated, which allowed the criminals to place their illegal earnings into the legitimate sector. These funds were then wired to Wachovia Bank's accounts in the United States and the origin, again, was not properly checked. Any remaining bank notes were shipped back to the United States using Wachovia's "bulk cash service." By using these two methods provided by Wachovia, the drug cartels were able to integrate their illegal funds into the financial system. The illicit proceeds that went through correspondent banking accounts at Wachovia were used to buy airplanes to be used in the drugs trade.
Wachovia Bank entered into an agreement with the Department of Justice to resolve the company's role in anti-competitive activity in the municipal bond investments market and agreed to pay a total of $148 million in restitution, penalties and disgorgement to federal and state agencies in 2011. Starting in 2009, the Wachovia Bank was absorbed into the Wells Fargo brand.
Discussion questions
i. What were the red flags in this case study?
ii. What are the stages of money-laundering in this case? How were illicit proceeds placed, layered and integrated?
iii. How was the Wachovia Bank involved in money-laundering? What specific charges were made?
iv. What is the current regulation of bureaux de change in Mexico and the United States?
v. What kind of agreement was achieved between Wachovia and Department of Justice, among other relevant stakeholders? Were the charges for failure to maintain a system to detect money launderers criminal or civil? What are the differences between criminal and civil litigation in money-laundering (and other relevant) cases?


Question Two
A sophisticated cybercrime syndicate uses a combination of cryptocurrency, fake businesses, and multiple international accounts to launder illicit funds. The syndicate establishes several dummy companies in various countries with weak anti-money laundering (AML) regulations. They use digital currencies like Bitcoin and Monero to conduct transactions, obfuscating the origins of the funds. The group employs “mixing” services to disguise the transaction trails before transferring the laundered money to legitimate financial systems.
The authorities uncover a network of false transactions across several countries, but tracing the origin and ultimate destination of the funds proves challenging due to the decentralized nature of cryptocurrencies.
i. How do cryptocurrencies complicate the detection and prevention of money laundering?
ii. What are the challenges for international cooperation in investigating cyber money laundering?
iii. How can financial institutions improve their mechanisms for detecting suspicious cryptocurrency transactions?
iv. Should governments regulate cryptocurrency exchanges more strictly to combat money laundering? Why or why not?
v. What role do "mixing" services play in anonymizing illicit transactions, and how can authorities counter them?
vi. How can countries with weak AML regulations address the challenges posed by cyber money laundering?
Question Three
A group of hacktivists, calling themselves “CyberJustice,” targets a multinational corporation that they accuse of environmental destruction. The group launches a Distributed Denial of Service (DDoS) attack on the company’s website and critical online services. They demand the company stop its operations in a specific area to prevent ecological damage. After the attack, CyberJustice leaks sensitive internal documents, including plans to expand operations into protected lands, to the public.
The company suffers significant financial losses due to the service disruptions, and its reputation is damaged by the leaked information.
i. What are the ethical implications of using hacking as a form of protest?
ii. How should companies respond to cyberattacks motivated by social or political causes?
iii. What legal measures can be taken to prevent hacktivism without infringing on freedom of expression?
iv. In what ways could the company have better prepared for cyberattacks, considering the nature of the hacktivists’ motives?
v. How should law enforcement agencies balance investigating cyberattacks with respecting privacy and activism?
vi. What is the responsibility of a multinational corporation in ensuring its operations do not negatively impact the environment or communities?

Question Four
In a tense geopolitical conflict, Country A uses cyber warfare tactics to target Country B’s critical infrastructure. The attack involves disabling power grids, disrupting communication systems, and tampering with the national transportation network. As a result, Country B faces widespread power outages, communication breakdowns, and transportation disruptions that hinder its military and economic capabilities.
Country A operates under the guise of an anonymous group of hackers, making attribution difficult. International organizations are uncertain about how to respond to the act of cyber aggression and whether it constitutes an act of war.
i. How can nations defend themselves against cyber-attacks on critical infrastructure in times of conflict?
ii. What criteria should be used to determine whether a cyberattack constitutes an act of war?
iii. How should international laws and norms evolve to address cyber warfare?
iv. What are the potential consequences of retaliating with cyber weapons in the context of an ongoing conflict?
v. How do cyberattacks differ from traditional forms of warfare, and how does this affect military strategy and diplomacy?
vi. What role do international organizations, like the United Nations, play in responding to cyber warfare, and how effective can they be?

Question Five
A human trafficking ring uses the internet to recruit and exploit individuals. They advertise fake job opportunities for domestic work, modeling, and hospitality positions, targeting vulnerable populations through social media platforms and job boards. Once the victims respond, they are coerced into traveling to foreign countries, where their passports are confiscated, and they are forced into exploitative labor or prostitution.
The trafficking ring uses encrypted messaging apps to communicate with their network, making it difficult for law enforcement to trace the criminals. The victims are often isolated and unable to reach out for help.
i. How can law enforcement agencies use technology to track and disrupt human trafficking networks?
ii. What role do social media play in facilitating the recruitment of human trafficking victims?
iii. How can international cooperation be strengthened to combat the global nature of human trafficking via technology?
iv. What ethical dilemmas arise when law enforcement agencies use surveillance and monitoring tools to track potential trafficking activity?
v. How can technology platforms (e.g., social media, job boards) be held accountable for facilitating human trafficking, and what measures can they take to prevent abuse?
vi. What preventive measures can be taken to protect vulnerable individuals from falling victim to online recruitment by traffickers?

Question Six
A terrorist organization, “ShadowCell,” launches a cyberterrorism attack targeting the water supply system of a major city in Country X. The hackers gain access to the control systems of water treatment plants and introduce malicious code that alters the chemical balance in the water, making it unsafe for consumption. The group’s intent is not just to cause harm but to create widespread panic and undermine public trust in government systems.
As the affected city faces a public health crisis, the government struggles to contain the situation. The attackers demand that the government release a political prisoner or face further attacks on other infrastructure systems, including power grids and transportation networks.
Authorities are unable to trace the attackers due to the use of encrypted communication methods and anonymized IP addresses, making the investigation difficult
i. How can governments and cities protect their critical infrastructure from cyberterrorism, particularly in industries like water supply and energy?
ii. What are the ethical implications of cyberterrorism, especially when the attack targets civilian infrastructure for political purposes?
iii. How should countries balance privacy concerns with the need for cybersecurity, particularly when it comes to monitoring potential terrorist activity online?
iv. What role do international treaties and conventions play in combating cyberterrorism, and how effective are they in enforcing cyber laws across borders?
v. How can governments and companies collaborate to strengthen the resilience of critical infrastructure against cyberattacks?
vi. What measures can be put in place to quickly restore services in the aftermath of a cyberterrorism attack?

Question Seven
A terrorist group, "Phoenix Brigade," uses encrypted social media platforms to recruit and radicalize individuals across several countries. The group posts videos, propaganda materials, and encrypted chat invitations to potential recruits, enticing them with promises of “freedom fighting” against oppressive governments.
One of their recruits, a 19-year-old university student from Country Y, becomes heavily influenced by the group’s online content and later travels to join the organization. However, authorities intercept communications and uncover the online network. Despite taking action to shut down the accounts, the recruitment efforts continue on a different platform, making it challenging to completely disrupt the group’s operations.
The government faces criticism for its inability to prevent the recruitment before the individual traveled abroad to join the group.
i. How can governments and law enforcement agencies effectively counter terrorist recruitment and radicalization online without infringing on free speech and privacy rights?
ii. What challenges exist in policing encrypted communication channels and social media platforms used by terrorist groups?
iii. Should technology companies be held more accountable for allowing terrorist groups to use their platforms, and if so, what actions should be taken?
iv. What role do online propaganda and social media play in facilitating the spread of extremist ideologies?
v. How can governments collaborate with international partners and tech companies to detect and prevent online radicalization and recruitment?
vi. What preventive measures can be implemented to intervene before individuals become radicalized by online content?
