Explanation of TLS-based asymmetrical encryption and how it functions within the context of a secure channel (such as the one between an OpenFlow controller and a switch).

What is TLS-based Asymmetrical Encryption?
TLS (Transport Layer Security) is a cryptographic protocol designed to provide communications security over a computer network. When we refer to "asymmetrical encryption" within TLS, we are referring to the specific mathematical technique used to establish the connection and verify identity.
Asymmetrical encryption (also known as Public-Key Cryptography) uses a pair of mathematically related keys for encryption and decryption:
1. Public Key: This key is shared openly. It is used to encrypt data or verify a digital signature.
2. Private Key: This key is kept secret by the owner. It is used to decrypt data or create a digital signature.

Data encrypted with the Public Key can only be decrypted by the Private Key, and vice versa.
How It Works: The Handshake Process
In an OpenFlow environment, when a switch connects to a controller using TLS, they perform a "Handshake." This is where asymmetrical encryption is primarily used.

Here is the step-by-step process of how this secure channel is established:
1. Connection Initiation (Client Hello)
The OpenFlow device (the switch) initiates a connection to the OpenFlow controller. It sends a message listing the cryptographic algorithms (cipher suites) it supports.
2. Identity Presentation (Server Hello)
The controller responds by selecting an algorithm and sending its Digital Certificate.

· This certificate contains the controller's Public Key.

· The certificate is issued by a trusted Certificate Authority (CA), verifying that the Public Key truly belongs to the controller.
3. Verification (Authentication)
The switch receives the certificate and verifies it against its list of trusted CAs. If the check passes, the switch knows it is communicating with the legitimate controller, not an imposter.
4. Key Exchange (The Asymmetrical Encryption Step)
This is the critical step where asymmetrical encryption secures the channel setup. There are two common methods:
· RSA Method: The switch generates a random data string (called the "pre-master secret"). It encrypts this secret using the controller's Public Key (extracted from the certificate) and sends it.
· Security: Only the controller has the corresponding Private Key, so only the controller can decrypt this message to retrieve the secret.
· Diffie-Hellman Method: The switch and controller use their key pairs to mathematically compute a shared secret without ever transmitting the secret itself across the network. The Private Keys are used to sign the exchange parameters to prove identity.
5. Switching to Symmetric Encryption
Once the "pre-master secret" is successfully exchanged or calculated using asymmetrical encryption, both the switch and the controller use it to generate a Session Key.

From this point forward, the communication switches to Symmetric Encryption (where both sides use the same key).
· Why switch? Asymmetrical encryption is mathematically complex and computationally expensive (slow). Symmetric encryption (like AES) is much faster and more efficient for the continuous flow of OpenFlow command data.
Summary in the OpenFlow Context
In the context of the text you provided:
· Asymmetrical Encryption is used during the startup phase to authenticate the controller (ensuring the switch isn't taking orders from a hacker) and to securely exchange the keys needed for the session.
· The Secure Channel is the resulting encrypted tunnel where OpenFlow messages pass, protected from eavesdropping or tampering.

